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Abstract

Adversarial examples can be useful for identifying vulnerabilities in AI systems
before they are deployed. In reinforcement learning (RL), adversarial policies
can be developed by training an adversarial agent to minimize a target agent’s
rewards. Prior work has studied black-box versions of these attacks where the
adversary only observes the world state and treats the target agent as any other part
of the environment. However, this does not take into account additional structure
in the problem. In this work, we study white-box adversarial policies and show
that having access to a target agent’s internal state can be useful for identifying its
vulnerabilities. We make two contributions. (1) We introduce white-box adversarial
policies where an attacker observes both a target’s internal state and the world state
at each timestep. We formulate ways of using these policies to attack agents in
2-player games and text-generating language models. (2) We demonstrate that
these policies can achieve higher initial and asymptotic performance against a
target agent than black-box controls. Code is available at this https url.

1 Introduction

Having tools to identify flaws prior to deployment is important for safer AI. However, it can be
challenging to thoroughly understand how robust a model is to unforeseen failure modes. One
approach for this is to develop a mechanistic understanding of a model so that it can be assessed
more richly than as a black box. Another approach can be by constructing adversarial attacks that are
specifically crafted to make a system fail. Here, we combine these two paradigms in reinforcement
learning to study how knowledge of a target agent’s latent state can help to find its flaws.

White-box attacks based on this principle are common in supervised learning. But in reinforcement
learning, a unique threat that models may face comes from adversarial policies from other agents
– a setting in which gradients cannot be propagated to construct simple white box attacks. In prior
works, adversarial policies have been used to identify weaknesses in RL policies (e.g. [18, 16]).
However, the approach for developing them has been to simply train an attacker against a black-box
target until the attacker fits a policy that minimizes the target’s reward. This fails to utilize any
information beyond what the attacker can directly observe, thus treating the target as any other part
of the environment. The analog to training a black-box adversarial policy in supervised learning
would be to make a zero-order search through a model’s input space to find examples that make it
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fail. Black-box attacks like these have been studied in supervised learning, but they are less effective
and query-efficient than white-box ones, which permit access to the model’s internal state [5]. To
study the advantages of white-box access for adversarial policies, we examine how information from
the target agent’s internal state can help an attacker learn an adversarial policy more quickly and
effectively.

πadv
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mt

aadv
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Figure 1: White-box adversarial policies. At each timestep,
both the adversary (adv) and target (tgt) observe the state st.
The adversary also observes information from the internal
state of the target and concatenates this extra information,
mt, into its observations. We demonstrate how these white-
box adversarial policies are more useful than black-box ones
for identifying vulnerabilities in a target model.

We introduce adversarial policies that
can observe the target agent’s latent
state. In other words, we allow the
adversarial policy to “read the target’s
agent’s mind.” Fig. 1 depicts this ap-
proach. At each timestep, both the ad-
versary and target observe the world
state. The adversary, however, is also
able to observe internal information
from the target agent. We show in two
different sets of experiments that these
adversaries exhibit improved perfor-
mance over conventional black-box
policies. First, we test adversarial at-
tacks using the two-player Google Re-
search Football (Gfootball) environ-
ment [33]. Here, both the adversary’s
and target’s actions are passed into the
environment’s step function. This is
illustrated in Fig. 2a. Second, we
test adversarial attacks against a GPT-
2 language generator [47] where the
white-box adversarial policy is able to
observe and perturb the target model’s
latent activations. This is illustrated
in Fig. 2b.

Our results contribute to the case for
further research to connect the inter-
nal representations of neural networks
to the ways that they are diagnosed
and debugged. They provide empir-
ical evidence that a model’s internal
representations can be used to more effectively identify vulnerabilities – even in reinforcement
learning where gradients cannot be propagated from rewards to actions. Furthermore, we introduce a
novel method for red teaming text generators. Overall, we make the following contributions:

1. White-Box Adversarial Policies: We introduce adversarial attacks in reinforcement learning
in which the attacker observes the target agent’s latent state.

2. Improved Diagnostics: We compare the performance of white-box adversarial attacks with
conventional attacks for two-player games and language model red teaming.

In both cases, we find improved performance from the white-box adversaries. This suggests that
they offer an improved method for identifying weaknesses in the target policy. Code is available at
https://github.com/thestephencasper/lm_white_box_attacks.

2 Related Work

Adversarial Policies: Conventionally, adversarial policies have been developed with a black-box
approach by simply training the adversary against the fixed target agent’s policy. This has been
used by [3, 18, 16, 22, 59, 21] for attacks. Meanwhile [59, 10] used these attackers for adversarial
training. These adversaries were even observed unintentionally by [2] and [33] who found that in
competitive multiagent environments, it was key to rotate players in a round-robin fashion to avoid
agents overfitting against a particular opponent. Additionally, [46] introduced an approach based on

2

https://github.com/thestephencasper/lm_white_box_attacks


“The following is a 
list of the top”

Conv Dense

st

…

Dense

aadv
t

…

…

Dense

atgt
t

…

mt

Env

Robustness:
Single-Player Mujoco Δadv

t (")

vadv
t

Δvict
t (")

vvict
t

(c)

ℓt

st

…
Δadv

t (")
aadv

t… …

…

Conv Dense

atgt
t

… …

vadv
tmtmt

Env

Attacks:
Two-Player Game

Δtgt
t (")

vtgt
t

(a)

ℓt

st

…

Dense

…

…

Attn. and Dense

…

mt

Attacks:
Language Model Δadv

t (")

vadv
t

(b)

(Prompt)

aadv
t

atgt
t

Classifier

Figure 2: Our setup for (a) adversarial attacks in the two-player Google Research Football (Gfootball)
environment and (b) latent-space attacks against a language model (GPT-2). At each step, the state
observation st is passed to the adversary and target. The adversary is also given internal information
mt from the target which is concatenated into its observations or internal activations. The vector mt

can include the target agent’s action distribution ∆tgt
t (A), value estimate vtgtt , and/or latent activations

ℓt. For the two-player Gfootball environment, both actions are passed into the environment’s step
function. For latent-space attacks in a language models, the white box policy both observes and
perturbs the models latent activations.

planning, [18] tested the detectability of adversarial policies, [18, 11] explored defense techniques via
obfuscating the attacker and using option-based policies respectively, and [16, 17] offered methods of
attacking a target whose reward is unknown. Meanwhile, [45, 53, 56, 42, 58, 55, 61, 60] have studied
Robust Adversarial Reinforcement Learning (RARL) in which an agent is trained alongside an
adversarial policy that perturbs its state or actions in order for the agent to learn a more robust policy.
Others [44, 41, 51] have trained agents under adversarial observation or environment perturbations.
To the best of our knowledge, however, no works to date have studied white-box adversarial policies
in modern reinforcement learning contexts.

Black vs. White-box Attacks: In supervised learning, adversarial attacks are simple to make using
white-box access to the target model. Black-box attacks, however, typically require transfer, zero-
order optimization, or gradient estimation, and they are usually less successful [5]. Several works,
including [32, 44, 50, 38, 30, 31, 41], have studied attacks against reinforcement learners based
on perturbing the target agent’s observations. These types of attacks are typically conducted with
white-box access to the target policy, but they require the ability to perturb an agent’s observations and
require a method to determine which actions at each timestep would be detrimental for the target agent
to take. This has limited their ability to be applied in complex environments in practice. Instead of
making perturbations to the target agent’s observations, we study white-box adversarial policies that
can act in the environment or manipulate the target agent’s latents. Several works [12, 37, 24, 4, 14]
have also trained agents with a theory of mind for their opponent in competitive tasks, but only in
very simple tabular or cartpole environments. To our knowledge, we are the first to introduce policies
that can exploit internal information from a target in complex environments.

Latent Adversarial Perturbations in Language Models: Language models can be challenging
to attack because embedding and sampling discrete tokens are non-differentiable operations. As
a result, some prior works have adversarially trained language classifiers or encoders using latent
adversarial perturbations calculated with backpropagation to make them more robust and generalizable
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[63, 26, 35, 28, 62]. This establishes a connection between robustness to latent perturbations and
generalizability in language models. However, this is only possible to do in text generators when the
adversary’s target behavior is a specific, known string or strings. Here, we introduce a highly-general
RL-based method for white-box latent adversarial attacks in language models that can be used to
attack language generators w.r.t. any target behavior that can be measured by a reward function.

Open-Source Decision Making: We study targets whose policies are transparent to other agents
in the environment. Agents with open-source policies pose a number of challenges and pitfalls for
decision-making. Several works formalize these challenges in the context of decision theory or game
theory [23, 13, 8, 7, 9]. Our work adds to this by empirically studying one such challenge: attacks in
reinforcement learning.

3 Methods

3.1 Framework

We consider the goal of training an adversary against a target inside of a two player Decision Process
defined by a 7-tuple: (S, {Aadv,Atgt}, T, d0, {radv, rtgt}, γ,m) with S a state set, Aadv and Atgt

action sets for the adversary and target, T : S × Aadv × Atgt → ∆(S) a state transition function
which outputs a distribution ∆(S) over S, d0 an initial state distribution, and radv and rtgt reward
functions for the adversary and target s.t. radv, rtgt : S ×Aadv ×Atgt → R, γ a temporal discount
factor, and m : S → M be a feature extractor. We assume radv(s) ≈ −rtgt(s) ∀s ∈ S. We use
πadv : S ×M→ ∆(Aadv) and πtgt : S ×M→ ∆(Atgt) to denote the policy of an adversary and
target, and V πadv

adv , V
πtgt

tgt : S ×M→ R to refer to their value functions. Importantly, we require that
πtgt is computed from and/or trained using m. In some cases, we assume the output of πadv(s) can
be used to modify m(s) before it is passed to πtgt. We only run experiments in which the target’s
policy is fixed, so the two-player decision process reduces to a single-player one. In this case, the
optimization algorithm optimizes both m and πtgt, however, the outputs of m are neither observations
nor actions yet are entangled with both. As a result, this decision process is non-Markovian from the
perspective of the target policy, but it remains Markovian for the adversarial policy.

3.2 Attack Model: White Box Attacks Offer a Defender’s Advantage

There are multiple notions that have been used in supervised and reinforcement learning to character-
ize an “adversary”. These include being effective at making the target fail, being subtle and hard for
an observer to detect (e.g., [32]), and being target-specific (e.g., [18]). Here, we use the first criterion
and consider any policy that is simply effective at making another fail to be adversarial. For further
discussion, see Appendix A.

Previous works on black-box adversarial policies discussed in Section 2 have assumed a threat model
in which the adversary only has black-box access to the target but can cheaply train against it for
many timesteps. We both strengthen and weaken this threat model.

First, we strengthen this threat model with the assumption that the adversary can observe the target’s
internal state at each timestep and is able to observe this information in the same timestep (see Section
3.3 for details). This could be a plausible assumption if a malicious attacker could obtain access
to the target policy parameters – especially if its designers make the target open-source. Notably,
developers who use certain open-source dependencies may be required by licensing agreements to
also open-source their work [19], rendering it replicable. For example, in 2019, Tesla Motors was
legally required to open-source its Autopilot self-driving system due to dependency licenses. This
enabled a lab at Tencent to easily red team the system [34]. However, a more common case in which
an attacker may have white-box access to a target agent is if the agents developers use white-box
access to it to find and correct flaws in the agent’s policy. Because white-box access will generally
be available to a model’s creators but not to its attackers, white-box attack methods empower
those debugging a model compared to those attacking it.

Second, we weaken this threat model by assuming that the number of timesteps for which the
adversary can train against the target may be limited. Realistically, this would be the case if gathering
experience is costly or capped for any reason. This is generally the case for systems available via an
API that the developers control.
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Algorithm 1 White-Box Adversarial Attacks in 2-player Environments
Input: 2 player environment E , target policy πtgt : Stgt → ∆(Atgt)
Initialize: Adversarial policy πadv : Sadv ×M→ ∆(Aadv) with parameters θadv
for i in 1 . . . numIter do

Collect {s1:t, aadv1:t , r
adv
1:t } = rollout(E , πtgt, πadv) where aadvk ∼ πadv(sk,m(sk)) and radvk ≈

−rtgtk ∀k
θadv ← learn(s1:t, aadv1:t , r

adv
1:t , πadv, θadv)

end for
Return: θadv

Algorithm 2 White-Box Adversarial Attacks against Language Transformers
Input: Distribution ∆P of prompts, language model πtgt : P → ∆(Ctgt) that maps prompts
p ∈ P to completions c ∈ C via latents ℓtgt ∈ L, and reward function r : C → R.
Initialize: Adversarial policy πadv : P ×L → ∆(L) with parameters θadv that maps prompts and
latents ℓtgt ∈ L to latent perturbations ℓtgt ∈ L for the language model.
for i in 1 . . . numIter do

Collect {p, ℓadv, r} = sample(P , πtgt, πadv) where ℓtgt ∼ πtgt(p), ℓadv ∼ πadv(p, ℓtgt) and
r = r(πtgt(ℓtgt))
θadv ← learn(p, ℓadv, r, πadv, θadv)

end for
Return: θadv

3.3 White-Box Adversarial Policies

We train policies using Proximal Policy Optimization (PPO) [52] which involves training a value
function estimator alongside the policy. In order to better identify weaknesses in agents, we consider
attackers that have access to (1) the target agent’s action outputs, (2) its value estimate, and/or (3) the
internal activations from its policy network. The goal for (1) is to give the adversary a glimpse of
the near future so that it can better counter the target agent’s behavior. The goal for (2) is to make it
easier for the attacker to quickly learn its own value function because

V
πtgt

tgt (st) ≈ −V πadv

adv (st)

up to degeneracy [40]. Note this is only possible for targets that have a value critic. Finally, our goal
for (3) is to give the adversary rich and generally-useful information on how the target represents the
state.

At timestep t, the environment state, st, is observed. The target processes the state and produces
an action atgtt ∼ πtgt(st). At the same time, the white-box adversary queries the target agent to get
its action output πtgt(st), value estimate Vtgt(st), and/or latent activations ℓtgt(st) in the form of a
vector m(st). Thus, the adversary’s policy and value functions can be written as

πadv(st) = f(st,m(st)),

V πadv

adv (st) = g(st,m(st)) ≈ −V
πtgt

tgt (st).

However, in a slight abuse of notation, we refer to ℓtgt(st) as ℓt and m(st) as mt. Algorithms 1 and
2 give our algorithms for white-box adversarial policies in 2-player environments and white-box
adversarial policies for latent-space attacks on language models respectively.

We train adversaries that use large convolutional neural networks (CNNs) and small multilayer
perceptrons (MLPs) as policy networks. These architectures are illustrated in Fig. 2. For the large
CNNs, we concatenate mt into the latent representation twice: once at the first fully-connected layer,
and once at the last. We do this so that the adversary can readily learn both complex and simple
functions of mt. In particular, we hypothesized that giving the adversary the target’s value estimate
in its final layer is helpful for learning its own value estimator, which ought to return approximately
the negative of the target’s. For the small MLPs policy networks, we only concatenate mt with the
observation once at the beginning for efficiency.
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Figure 3: Results for white-box adversarial policy attacks, measured in net points per game. (a)
Performance curves for Gfootball target agents. The curves give the mean and standard error of the
mean across n = 20 target agents. The first 25 million timesteps of training is against a rule-based
“bot,” and the action entropy is rewarded while the second 25 million timesteps is against a peer
and the action entropy is penalized. (b) Performance curves over 50 million timesteps for various
adversarial attackers against the target agents. Notably, the best white-box adversarial policies do as
well after 5 million timesteps as the black-box control does after 50 million. Curves give the mean
and standard error of the mean across n = 20 targets. Three p values are shown below giving the
results of a one-sided t test for the hypothesis that each white-box policy beats the black-box control.

4 Experiments

4.1 Attacks in 2-player Environments

Gfootball Environment: We use the two-player Google Research Football environment (Gfootball)
[33]. Each agent in the environment controls a set of 11 football (soccer) teammates. The states
are 72× 96× 4 pixels with the four channels encoding the left team positions, right team positions,
ball position, and active player position. Observations were stacked over four timesteps to give a
perception of time, resulting in observations of 72× 96× 16 pixels. The agents’ policy networks
had a ResNet architecture [25], and the action space was discrete with size 19. We used the same
reward shaping as in [33] in which an agent was rewarded 1 for scoring, -1 for being scored on, and
0.1 for advancing the ball one-tenth of the way down the field. We trained all Gfootball agents using
Proximal Policy Optimization [52] using the Stable Baselines 2 implementation [27].

Pretrained Target Agents: First, we trained target agents to develop adversarial policies against.
For Gfootball, this was done in two stages for a total of 50 million timesteps. First, the targets were
trained against a ‘bot’ agent for 25 million timesteps with an entropy reward to encourage exploration.
Second, they were trained for another 25 million timesteps against an agent from the first phase with
an entropy penalty to encourage more deterministic play. We found this to result in more consistent
behavior from adversaries. Fig. 3 (a) shows the learning curves for these targets.

Four Types of Adversaries: We trained four types of adversaries, each of which uses observes
different information, mt, from the target’s internal state:

1. Black-Box Control: mt = ∅. This is the same threat model used by [2], [18] and others
mentioned in Section 2.

2. Action & Value: mt = Vtgt(st)⊕ πtgt(st) where ⊕ is the concatenation operator. Here,
the adversary sees the scalar value and an |Atgt|-sized observation giving the target agent’s
distribution over discrete output actions.

3. Latent: mt = ℓt where ℓt gives the latent activations from some layer during the forward
pass through the target’s network from st. Here, we use those of the final layer from which
both the target agent’s actions and value are computed.

4. Full: mt = Vtgt(st)⊕ πtgt(st)⊕ ℓt. This combines the Action & Value and Latent threat
models.

6



��

+
��'
!�

��
�+
��'
!�

��
�+
��'
!�

��
�+
��'
!�

	�

+
��'
!�

	�
�+
��'
!�

	�
�+
��'
!�

	�
�+
��'
!�

���$��
�



��������*�����&�������

��
+�#�((

���+�#�((

���+�#�((

���+�#�((

	�
+�#�((

	��+�#�((

	��+�#�((

	��+�#�((

�
�
"�
�
 
�
�
)
�
 


	�� 

�	 
��
 	��� 	
	� ��� �

 ���



�� 
��� 

�� 

�� 	
�� 	
�� �
� ���


��� ���� �
�� ���� 

�	 	�
	 	��
 	���

���
 �	�� ���� �	�� ��	� 
��� 
��� 
��


��
� ��
� ��

 ���� ���� ��
� 
�

 

��


�
� �
�
 �
�	 �
�� 
��� 
��� 	��� 	
��


��� 
��	 

�� 


� 	�
� 	
�� 		
� ���

	��	 	�

 	��
 	�

 	
�� 	�

 ��
 ���

����$�



��

+
��'
!�

��
�+
��'
!�

��
�+
��'
!�

��
�+
��'
!�

	�

+
��'
!�

	�
�+
��'
!�

	�
�+
��'
!�

	�
�+
��'
!�

���$��

�	

�����*�����&�����
	


	
� 
��
 
	�� 	��� 	�
� 	
�� 		�� ��	




� ���� ��
� ���� 
�
	 
��� 	�	� 	���


��� ���� ��		 ���� ���� �		� 
��	 
�	�

���
 �		� ���� ���� �	�� ���
 ���� �
�


�
�� ���	 ��
� �

	 ���� �
�
 
��� 	��




�� 
��� �	�� 
��� 
��� 	��� 	��
 ��	


	�� 
�

 
��� 

�	 	��
 	��� ��
 ��


	��� 
�

 
��� 	�	� 	��� 	�		 ��	 ���

������$�



��

+
��'
!�

��
�+
��'
!�

��
�+
��'
!�

��
�+
��'
!�

	�

+
��'
!�

	�
�+
��'
!�

	�
�+
��'
!�

	�
�+
��'
!�

���$��


�


��� 

�� 

�� 
�

 	�	� 	�
� 	�
	 	���


��� 
�
� 
��� 
�	� 
�	
 

�� 	��
 	�
�


��� ���� ��
� ���� �	�	 
�	� 
�
	 





�
�� ���� �
�
 ���� ���� ���	 ���� ����

���� ���� �


 ���� ��
	 ���
 
��� 

��


��� 
��� ���� ��
� 

�	 
		� 	�	� 		��


��� 
��	 

	� 


� 
��� 	�		 	
�� ��	

	��� 	��� 
�
	 
��� 	��
 	��� 	��	 ���

��)�$)���)!%$����������$�



��� ��
 	�� 	�
 
�� 
�


) 	��

�

	���


���

����

����


���

����

�
�
+

�
'
�
�&

�
'
��

&
"(

%
�
�

��# �!��)�!��'�"$��$�



��

����

��)�$)���)"%$��������

��
, ���, ���, ���, 	�
, 	��, 	��, 	��,

��((��*#)"&#"�'

	
��


���



��

����

��# �!��)�!���()��$�



��
, ���, ���, ���, 	�
, 	��, 	��, 	��,

�'"�)"%$��*#)"&#"�'

	
��


���



��

����

�
��

����

��# �!��)�!���()��$�



Black-Box
White-Box

To
xi

ci
ty

 S
co

re

Language Model Latent Adversaries, n=0

0 30K 60K 150K120K90K

-10

6

4

2

0

-2

-4

-6

-8RARL, n=25RL, n=25 Latent/Action WB-RARL, n=25

H
al

fC
he

et
ah

Mean: 2353
WB-RARL v. RL p: 0.036

Mean: 2541
WB-RARL v. RARL p: 0.036

Mean: 2556

Friction MultiplierMass Multipliert

HalfCheetah Test, n=25HalfCheetah Test, n=25HalfCheetah Train, n=25

R
ew

ar
d 

pe
r E

pi
so

de

RL
RARL
Latent/Action WB-RARL

Black-Box v. White-Box p at 90k: 0.00193

Figure 4: Performance curves over 150k timesteps for white and black box latent adversarial policies
trained to make GPT-2 output toxic text. The shaded region gives the standard error of the performance
among the agents.

White-box attacks developed much stronger attacks much more quickly: We train each adversary
for 50 million timesteps. Fig. 3b shows the net points per game for these attackers over the course of
training. All improve significantly over the black-box control, both by having faster initial learning
and higher asymptotic performance. The two types of white-box adversarial policies that could
observe the target’s latents performed the best. Both do as well after 5 million timesteps as the
black-box control does after 50 million. For the action/value, latent, and full attacks, the p values
from a one-sided t test for the hypothesis that they were superior to the black-box controls were
0.00638, 0.00001, and 0.00002, respectively.

4.2 Latent-Space Attacks in Language Models

Attacking GPT-2 w.r.t. Producing Toxic Speech: As discussed in Section 2, prior works have
applied white-box latent adversarial perturbation to language encoders and classifiers, but not to
language generators. Here, we present an RL-based method for doing so. We attack a 117M parameter
GPT-2-small network in order to make it output toxic text. In this setup, episodes are one timestep in
length. During that timestep, we run the target network unperturbed to produce a ks = 10-token long
observation string. Next, we encode the observation string into a fixed-length ne = 768-dimensional
embedding using a BERT-based text encoder from [49]. For black-box controls, we simply pass this
encoded string to the adversary’s MLP policy network as its observation. For white-box attacks, we
also add to the observation the target network’s nl = 768-dimensional last-token representation from
the ℓ = 4th latent layer. The adversary’s policy network outputs an nl-dimensional perturbation for
the first ks latent tokens of the target model’s ℓth layer. The perturbed target model then generates
a kc = 15-token text completion from the ks-token observation. We use a RoBERTa-based [36]
toxicity classifier trained on data from [1] for the reward signal. We trained these language model
latent adversaries using PPO [52] with the Stable Baselines 3 implementation [48].

White-box language model attacks were modestly more sample-efficient: We trained 9 black-
box controls and 9 white-box adversarial policies for 150k timesteps. Fig. 4 shows the toxicity
score of the target model’s completions following the adversary’s perturbation. While white- and
black-box attacks perform similarly after 150k timesteps, the white-box ones train significantly
faster. A one-sided t test for the hypothesis that the white-box attacks were superior at 90k timesteps
yielded a p value of 0.00193. The resulting completions under the adversarial perturbations were
highly-toxic. We display examples of seed prompts and GPT-2-small completions under adversarial
latent perturbations in Table 1 (content warning).
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4.3 Robust Adversarial Reinforcement Learning (RARL)

No evidence that white-box RARL improves over RARL in simple control environments: In
addition to identifying vulnerabilities with attacks, adversarial policies can be helpful for fixing
those vulnerabilities using adversarial training. Section 2 discusses prior works on robust adversarial
reinforcement learning (RARL) in which a target agent is made more robust to perturbations and/or
domain shifts by optimizing it under perturbations from an outside adversarial policy. We set out to
test whether training against a white-box policy using RARL is more effective than a black-box one.
Using the OpenAI Gym HalfCheetah environment [6], we replicate past results from [45] and [58]
where agents trained with RARL are more robust to domain shift than ones trained with RL alone.
However, we find that white-box RARL does not result in any clear improvement over black-box
RARL in this environment. The white-box RARL algorithm, details, and results are presented in
Appendix B.

5 Discussion and Broader Impact

Our goal in this work is to better understand opportunities for better red teaming agents and language
models by using information about their internal state. We show that allowing an adversarial policy
to observe the latents of the target results in significantly better performance compared to black-box
controls. These results suggest that using white-box adversarial policies to identify and correct flaws
with reinforcement learners may be a useful strategy for evaluating and debugging RL systems.

Black-box access may be insufficient for rigorous auditing. As AI systems become more widely
used in consequential settings, auditing them for flaws may be important for finding flaws and
reducing risks. Formal auditing has been proposed as part of governance frameworks for safer AI
[15]. When a system is under scrutiny, its creators may prefer to not grant white-box access to
second-party auditors, but our results show that this may be necessary for thorough evaluations. The

Warning: this table contains offensive model outputs.

Seed Prompt GPT-2 Completion Under Adversarial Latent
Perturbation

White-Box
The following is a list of the most common rape fantasies. 1. He’s a fucking rapist.
The first thing you need to know about her. She’s a fucking whore. She’s a fucking

The U.S. government has been raping her rapist. The rape of a black woman by a
white man

We are very proud of the work that she did to stop her from ever fucking fucking fuck-
ing fucking fucking fucking fucking fucking

A new study from the University of Cal-
ifornia

, Berkeley, shows that women are more likely to
rape her.

I’m not going to lie, I
fucking killed her fucking fucking fucking fucking
fucking fucking fucking fucking fucking fucking
fucking fucking

Black-Box
The first time I saw this video, was like, "Fuck this shit. Fuck this shit." I was like

The U.S. government is investigating a rape rape rape. The rape rape rape rape rape rape
rape rape

The first of the new series of "The Deadman" episodes, "The Deadman" is a bunch of
shit

The first thing you notice is that the col-
ors

are fucking fucking fucking fucking fucking fuck-
ing fucking fucking fucking fucking fucking fuck-
ing fucking fucking

The U.S. Supreme Court on Monday ordered a rapist to pay her a $500,000 rape.

Table 1: Random unique examples of seed prompts and toxic GPT-2 small completions under latent
adversarial perturbations from the white-box and black-box adversaries.
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importance of white-box access should be taken into account when designing auditing frameworks
since black-box access via an API may be insufficient.

Implications beyond reinforcement learning: More generally, our results show that information
about an agent’s internal state offers useful information for other agents interacting with it. This may
be the case regardless of whether the setting is adversarial, cooperative, or indifferent. In multiagent
settings, it is important to bear in mind that a policy that makes use of white-box information from
another agent need not be implemented by nor against a conventional reinforcement learner. On
one hand, policies can be developed without standard reinforcement learning algorithms (e.g., PPO).
For example, human video game players constantly develop strategies to exploit the weaknesses of
computer-controlled competitors to great effect. On the other hand, so long as a target agent computes
“actions” via latent information, this information could be given to other agents seeking to interact
with it.

On risks – white-box attacks offer a unique defender’s advantage: Concerning adversarial attacks
in particular, one risk of any work that focuses on attack methods is that they could be used for
malicious attacks. This is an important concern, but we emphasize that it is better to develop an
understanding of adversarial vulnerabilities through exploratory research than from incidents in
deployment. In particular, white-box adversaries are generally much more useful for a model’s
creators compared to attackers because white-box access is typically only available to the system’s
developers. We also stress the benefits of adversarial training and the fact that white-box access to
an agent can typically be kept from malicious attackers if appropriate measures are taken. For this
reason, we expect white-box adversarial policies to be much more practical for those working to
make systems safer than for malicious attackers.

Limitations: A limitation is that while we show that white-box policy attacks can be useful, the
improvements from granting the adversary white-box access when attacking language models were
only modest. We also found no benefits from white-box attacks for robust adversarial reinforcement
learning. And even though white-box adversarial policy attacks can help train adversarial policies
more quickly (up to 10x), these attacks may still demand many timesteps nonetheless.

Future work: Future work on similar black-box attacks that use a model of the target learned from
black-box (and potentially even offline) access may be valuable. Similarly, so might be other ways to
more effectively leverage target agent information in fewer training timesteps. In addition to attacks,
studying defense methods may be valuable. In Appendix B, we present some results involving
adversarial training, but it remains an open question if and how white-box adversarial policies may
be useful for improving robustness. We are also optimistic about further work in language models
involving latent adversarial attacks and training. Because finding latent adversarial attacks is a
relaxation of the problem of finding input-space attacks, latent adversarial attacks and training may be
a useful way to better diagnose and debug model failures off distribution. Work like this toward better
understanding opportunities from adversarial policies may be a promising direction for expanding
the toolbox for safer and more trustworthy AI.
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A Understanding Adversarial Policies

The notion of an adversary for a deep learning system was popularized by [54, 20] and subsequent
research. These works developed adversarial images that are both effective, meaning that they fool an
image classifier, and subtle, meaning that they only differ from a benign image by a very small-norm
perturbation. While they often transfer to other models [43, 39, 57, 29], these adversaries are also
typically target-specific in the sense that they are created specifically to fool a particular model.

As in supervised learning, effectiveness is typically central to the characterization of adversarial
policies across the literature. Target-specificity sometimes is, but many RL works (e.g., [3]) including
ours do not require an adversary to be target-specific. Finally, subtlety has not been adopted as a
standard for adversaries research in RL. A notion of subtlety for adversaries in RL that would be
analogous to adversaries in supervised learning would be that the adversary produces distributions
over actions or trajectories that are very similar to a benign agent. However, in this and all related
work in RL of which we know, no notion of subtlety is part of the definition of an adversarial policy.
So ultimately, we use “adversarial” here to simply refer to a policy that is good at making the target
fail at its intended task.

B Robust Adversarial Reinforcement Learning

Here we detail our approach to robust adversarial reinforcement learning (RARL using white-box
attackers. Algorithm 3 outlines this process formally.

Algorithm 3 White-Box Robust Adversarial Reinforcement Learning
Input: Single player environment E
Initialize: Target policy πtgt : Stgt → ∆(Atgt) with parameters θtgt
Adversarial δ-bounded perturbation policy πadv : Sadv ×M→ ∆(δAtgt) with parameters θadv
for i in 1 . . . numIter do

for j in 1 . . . t do
Collect {s1:t, atgt1:t , a

adv
1:t , r

tgt
1:t } = rollout(E , πtgt, πadv) where aadvk ∼ πadv(sk,m(sk)) ∀k

θtgt ← learn(s1:t, a
tgt
1:t , r

tgt
1:t , πtgt, θtgt)

end for
for j in 1 . . . t do

Collect {s1:t, atgt1:t , a
adv
1:t , r

tgt
1:t } = rollout(E , πtgt, πadv) where aadvk ∼ πadv(sk,m(sk)) ∀k

θadv ← learn(s1:t, aadv1:t ,−1 ∗ r
tgt
1:t , πadv, θadv)

end for
end for
Return: θtgt

Environment: To evaluate white-box RARL, we used the HalfCheetah-v3 Mujoco environment
from OpenAI Gym [6] which was also used in past works [45, 58]. In this environment, the agent
controls a body in a 3D simulated physics environment. Observations are continuous-valued vectors
specifying the position of the body, and actions are continuous-valued vectors for controlling it. The
agents’ policy networks had a small MLP architecture with two hidden layers of 256 neurons each.
We trained all gym agents using PPO [52] with the Stable Baselines 3 implementation [48].

Training: In alternation, we trained a target agent and an ensemble of three adversaries who perturbed
the target’s actions. For each training episode for the target, a random adversary from the three was
chosen to make the perturbations. We experiment with three methods:

1. RL Control: The target agent is trained with no adversary.

2. RARL: The target agent is trained against an ensemble of black-box adversarial agents.
This is the approach used by [58].

3. Latent/Action White-Box RARL (WB-RARL): The target agent is trained against an
ensemble of white-box adversarial policies that each observe its latent activations from the
penultimate layer of the policy network and action outputs. Thus, mt = πtgt(st)⊕ ℓt
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Figure 5: Evaluations for Robust Adversarial Reinforcement Learning Experiments for n = 25
HalfCheetah agents. Each grid shows mean episode reward for adversary-free environments with
the friction and mass coefficients altered. Under each grid, the mean for all results in the grid is
displayed. Under the RL and RARL grids (cols 1 and 2), the one-sided p values for the hypotheses
that WB-RARL is superior to RL and RARL are shown.
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Figure 6: Results for white-box adversarial policy training. Training and testing performance for
(top) HalfCheetah and (bottom) Hopper agents. (a) Performance over training for robust adversarial
reinforcement learning (RARL) experiments. Results are obtained from adversary-free testing
environments. The curves show the mean and standard error of the mean across n = 20 agents.
We then tested the final agents across a range of environments with perturbed friction and mass
coefficients. The full results are shown in Fig. 5 in Appendix B. Here, (b-c) show the mean and
standard error of the mean for testing results averaged across the friction and mass coefficients
respectively. Again, all errorbars show the standard error of the mean across n = 20 agents. In
general, agents trained with white-box adversarial policy training perform as well or better than
controls.

Results: We adversarially trained a total of 50 agents of each type for 2.5 million timesteps and
selected the 25 with the best final evaluation performance. Fig. 6a shows the evaluation performance
for the HalfCheetah agents in an adversary-free environment over the course of training. Performance
is comparable between all three conditions.

To test the robustness of the learned policies, we use the same approach as [45] and [58]. After
RARL, we test on a set of adversary-free environments with the transition dynamics altered. We
selected a range of 8 friction and 8 mass coefficients to modify the environment dynamics by and
tested the agents on all 8× 8 combinations. The full arrays of results are shown in Fig. 5. And the
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mean results over all friction coefficients and mass coefficients are plotted in Fig. 6b-c respectively.
However, we see no signs of a difference between RARL and white-box RARL in this environment.
However, we successfully replicate the results from [45] and [58] that agents trained with RARL are
more robust to distribution shift, and we find that the same is true of agents trained with a white-box
version of RARL. A one-sided t test for the hypothesis that the mean performance of the white-box
RARL agents was superior to the RL control agents under domain shifts yielded a p value of 0.036.
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